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Q1: What is the name of the initiative? Data Initiative Stage:
DataTesting the following recruitment tools for use in an upcoming recruitment processes as required: Criteria Corp’  (https://www.criteriacorp.com/  & ‘Vervoe’ (https://vervoe.com/ Initiate/Plan
Q2: Tell us why you are completing the DataTEST today. Security Classification:
Pro-actively seek approval to enable the use of modern recruitment tools as an option in talent acquisition. Official
Q3: Identify the branch responsible for the initiative.
Recruitment & Onboarding Branch
Q4: Who is the best contact person should we have any questions about the initiative?
Criteria: Sharon Kidd  & Vervoe: Daniel Daley-Boorn
Q5: Identify the Senior Responsible Officer (SRO) and any delegates who will manage the initiative (including access controls) after handover and transition into Business as Usual (BAU).

A/g Daniel Richardson


Q6: Will the initiative require any automation (eg. of decision making, issuing notices, etc.)?
Yes
Q7: Does the initiative involve the development or use of Machine Learning or Artificial Intelligence (eg predictive modelling, or models to review images / audio / documents / text)
Yes
Q8: Does this initiative directly affect the way we determine customer eligibility, make payments to customers, or undertake compliance activities (including nudging)?

FALSE FALSE FALSE FALSE TRUE FALSE
Q9: Does your initiative include data about any of the following? (select all that apply)

FALSE FALSE FALSE TRUE
Q10: At what stage are you completing the DataTEST?
Initiate/Plan

GENERAL QUESTIONS

Q1: Explain the initiative in simple terms.

Criteria Corp and Vervoe offer a variety of recruitment tools designed to efficiently capture candidate responses and or capabilities. The National Recruitment team is interested in having the following tools data-tested with intention of using them as needed in the future. The two tools most likely to be used 
are:



o	Criteria Corp - one-way video interview tool (interview is captured by criteria corp platform. Responses are assessed by human panels)

o	Criteria Corp - online skills test e.g. to assess Microsoft Office skills when recruiting for Exec Assistants (humans create questions OR use existing tests where relevant e.g. a Microsoft excel assessment, measuring candidates excel capabilities)

o	Vervoe -– a bespoke online assessment tool that is used to assess candidates against the required capabilities of an advertised role.  Vervoe tool enables assessment of candidate against a series of questions which have been designed by Services Australia representatives or with their support


Q2: How does the initiative serve the public interest? Large scale recruitment exercises can attract very high volume of candidates. Undertaking ‘typical’ assessment (application/interviews) of these numbers can be extremely time consuming, the use of recruitment tools allows us to complete our recruitment activities efficiently and consistently. Lengthy wait times can cause angst, anxiety and frustrations amongst candidates causing a poor candidate experience. 

Q3: What are the potential consequences, both positive and negative, of this initiative?

Recruitment exercises can be completed within an appropriate timeframe, ensuring suitable candidates are available for vacant positions as they arise and to address critical incidents where large number of employees are required at short notice.



Online assessments pose a risk that some candidates may not complete assessments themselves, but may have someone else complete on their behalf. Another negative may be that candidates assume the use of AI when only a capturing tool is being used. Both can be mitigated by consistent messaging to 
candidates.  


Q4: Are any of the following disproportionately impacted by this initiative?
Indigenous Australians Refugees or asylum seekers Culturally     Children (   Older Aus   Gender LGBTI+ Co People wi  People wi    Level of e  Religious Relations    Parental s People wi   Type of emCurrent or   I'm not su None of th  None of the above

FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE
Q5: How many individuals will be affected by the initiative? 10,000 or more
Q6: Does this initiative involve sensitive issues which could attract scrutiny from an external audience? Yes
Q7: Is there media interest associated with the initiative that could affect the agency? Yes
Q8: Could the initiative jeopardise public trust in the agency? Yes
Q9: How well do you understand the needs of the people who this initiative will impact/involve? (On a scale of 1-10  where 1 means little to no understanding  10 means excellent un 1
Q10: Have you considered whether some portion of your customer (or user) base may be excluded because of :
Smart Device Access Service Centre Access Identity A Poor litera   Underdev          Lack of ide         English is     Impacts of   Location -     Use of ass  Lack of life General a All of the I'm not su None of t  Not applicable

TRUE FALSE FALSE TRUE TRUE TRUE TRUE FALSE TRUE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
Q11: Does the team working on the initiative understand the cohorts affected by the initiative? Yes
Q12: Do you have any concerns about any element of this initiative? No
Q13: Has the activity been completed under a compressed timeframe, ambiguous regulatory environment, or unusual pressure?
Compressed timeframe Ambiguous regulatory environment Unusual p I'm not su All of the None of the above

FALSE FALSE FALSE FALSE TRUE FALSE

Q14: What steps have you taken to discover legal risk?
Reviewed legislation and guidelines Considered proposed legislative initiatives Sought int   Sought ex   Relied on  Reflected     I'm not su None of the above

FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE
Q15: Will the initiative involve data matching?
Yes, between the agency's master programs Yes, with another Commonwealth agency Yes  with   Yes  with    No  it doe     I'm not sure

FALSE FALSE FALSE FALSE TRUE FALSE

Q16: Please explain the nature of the data matching.
Q17: Are you satisfied the data matching is authorised by or under an Australian law? Please select

Q18: Have you identified the types of bias that could impact your initiative and the points at which it could be introduced? 

No – if using the one-way video interview tool. 

Yes – if using the online skill assessment tool. 

The online skill assessment may use machine learning, as part of the learning process.  If applicable, various Services Australia representatives come together as a group to assess responses and work together to determine what a good, medium and poor answer looks like. Recruitment refer to this part of the 
process as optimisation. 

There is a diverse group of representatives involved in the optimisation process including males, females and a member of the diversity and inclusion team.



Following the machine learning assessment of all candidates, members of the optimisation group would review a random sample of responses to ensure they are comfortable with how the scoring has occurred.



The Data Analytics team requested to meet with Vervoe  technical engineers to  understand:

•	How the Vervoe platform operates and the ‘mechanics behind it’, particularly in relation to how AI is used in a recruitment context.

•	How we design and optimise the training of the tool, with considerations given to aspects such as bias, transparency and ‘explainability’ of results.

 

A meeting was held on Thursday 14th September 2023. In addition to Vervoe and Chandler Macleod representatives, the following Services Australia staff were invited:

To: McDonald, Garrett; Regeling, Danielle; Morrison, Mark; Bilgrami, Mustafa; Sheather, Tracey; Hutchison, Mary; Marjoribanks, Emma; Kidd, Sharon; Pohl, Amanda; Stokell, Kuan; Daley-Boorn, Daniel

Cc: Dunne, John; David Weinberg; Ralph, Heather; McKenna, Michael; Nowland, Claire; 


Q19: How are you ensuring the initiative is fair for people experiencing, or at risk of experiencing, vulnerability? We are committed to ensuring candidates all have equal opportunity. Each recruitment activity includes RecruitAbility measures and reasonable adjustment arrangements that candidates can request to reduce barriers dependant on their individual requirement. 

Q20: How have channel options for individuals identified in the initiative been considered and reflected?

Reasonable adjustment 

The Australian Government provides reasonable adjustments or flexibilities during the hiring process for all vacancies, whether you opt into RecruitAbility or not or whether it is an Affirmative measures job or not. This includes access, equipment or other practical help.



This could include things such as an Auslan interpreter for an applicant who is hearing impaired, extra reading time during assessment activities for a person with learning difficulties, or accessible software for a person with vision impairment.


Q21: How are you ensuring the data you are using is trusted, reliable and fit for purpose?
Completed a Data Management Plan Consulted with relevant Data Stewards/Custodians Both of th  I'm not su None of the above

FALSE TRUE FALSE FALSE FALSE

Q22: What measures are in place to ensure the security of data?

-	Our recruitment providers are engaged through a government tender process and are engaged per recruitment process where required under contract. Criteria Corp meets SOC/ISO27001. https://www.criteriacorp.com/files/Criteria-ISOCertificate.pdf 

-	Vervoe's platform uses sub-processors such as AWS, Zendesk, Twilio etc. to facilitate the platform's service. Certain sub-processors require candidate personal information such as name, email and mobile number to facilitate services such as customer support or sending notifications via email/text. These sub-
processors are set up to process the information to provide the service and do not use the candidate’s personal data for any marketing or otherwise activities that is not intended as part of the platform's service. https://vervoe.com/privacy-policy/


Q23:  Has a Privacy Threshold Assessment (PTA) or Privacy Impact Assessment (PIA) been undertaken  or has any privacy assurance advice (PAA) been sought from Legal Services Divisi No
Q24: If no Privacy Impact Assessment (PIA) or Privacy Threshold Assessment (PTA) has been undertaken, explain why? PTA is currently being completed.
Q25: Have you implemented recommendations arising from the PIA/PAA to manage any identified privacy risks? Please select
Q26: If the recommendations described above haven't been implemented, explain further.
Q27: Does the initiative involve the management of data that is personal information? Yes
Q28: Is the personal information also ‘protected information’ governed by secrecy provisions in a law/s? No

Q29: What steps are in place to protect this information from misuse, interference, loss, unauthorised access, modification or disclosure?

Criteria Corp - Privacy Policy | Criteria Corp - https://www.criteriacorp.com/privacy-policy



Vervoe - Global Privacy Policy (vervoe.com) - https://vervoe.com/global-privacy-policy/


Q30: Where was the personal information collected from?
From the individual to whom the personal information relates myGov Another g  A non-gov   I'm not sure

TRUE FALSE FALSE FALSE FALSE

Q31: Will the collected personal information remain stored in Australia or overseas? Yes, in Australia only
Q32: Will the personal information be stored in a commercial cloud environment? For example, Microsoft Azure or Amazon Web Services. Yes
Q33: Will the initiative use the data for the same purpose for which it was collected? Yes
Q34: Have you included formal processes to respond to ethical or operational concerns? For example, if raised by staff members, suppliers or individuals. Yes
Q35: Describe the above process. All candidate enquiries are responded to by either the recruitment provider or escalated to services Australia recruitment staff and concerns are addressed. 

Q36: Describe any ethical or operational concerns that may exist or have been reported about this initiative.

Ethical concerns: Previously, candidates have reported receiving marketing and/or surveys not relating to the recruitment assessment process. Candidates concerns were addressed and we have taken measures to ensure marketing and/or surveys are not used by third parties. 



Operational concerns: (vervoe – online skill assessment) Machine learning may create an assumption that there is no human interaction/assessment or involvement. Services Australia representatives work together to train the machine learning. 



There is a diverse group of representatives involve in the optimisation process.


Q37: Does the initiative have appropriate oversight of decision making and ongoing monitoring for unintended consequences? Yes
Q38: Is the initiative something you can communicate openly about to members of the public? Yes, in general terms
Q39: If you can't communicate about this initiative openly with members of the public, explain why?
Q40: Does the initiative have appropriate oversight and testing arrangements for validating assumptions, requirements and outcomes? Yes
Q41: Does the initiative relate to decisions that may affect customers? Please select
Q42: Will the initiative involve the exercise of powers under a law/s (for example to make decisions on entitlements; or to disclose or use protected information)? Please Select
Q43: Will the initiative require new delegation or authorisation of a power under a law/s to be made (for example  to lower  increase or create authority for APS level staff to exercise  Please select
Q44: What is the existing instrument that will require amendment? (See Programs Delegations and Authorisations Register)
Q45: How are those decisions reviewable, explainable, and subject to procedural fairness? Please select
Q46: Describe processes for review or explanation Candidates who are interested in review of the recruitment process and appeal rights are provided information on request. Candidates can provide feedback on the process directly to the provider or the third party. Escalation point is the recruitment team.
Q47: Is the initiative well understood and explainable to a variety of audiences? Yes
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Q48: Through what channels can individuals access and correct their own personal information, as used or created in the initiative?
Online Telephony Face to fa Freedom   I'm not su All of the None of th  Not applicable

TRUE TRUE FALSE TRUE FALSE FALSE FALSE FALSE
Q49: How are these channel options simple, helpful, respectful and transparent? All avenues are managed with professionalism with informaiotn being provided as required and where possible. 
Q50: Is consent important to the success of this initiative? Yes

Q51: How is consent obtained? 

Candidates provide consent to use their personal data for the purpose of the recruitment process when they set up their e-recruitment profile. The form states: “Information entered on this step can only be managed by accessing your profile as a logged in candidate. By choosing to continue, you agree to the 
privacy policy. Show Privacy Policy”

In addition, 

-	where the Criteria tool is accessed by the candidate they are taken to a landing page which presents information on how candidates can access the third-parties’ privacy policy. 

“The Criteria application is designed with strict privacy compliance and security measures to protect both candidates and the company. A candidate’s video interview can only be reviewed by the selected hiring team of the organisation that the job relates to. Your privacy is very important to us and if you would 
like to find out more, please read our privacy policy.”

-	When a candidate is invited to complete their Vervoe assessment, the privacy policy is provided to candidates prior to commencing the assessment.


Q52: Is consent informed, voluntary, specific and current? Yes
Q53: Is the way consent is obtained likely to be accepted (as fair) by the Australian public when they hear how their data may be used? Yes

Q54: How can an individual withdraw consent if they elect to, and how will this impact the initiative?

Candidates may withdraw their application at any time during the recruitment process.

If they withdraw their application, they no longer use the ‘initiative’ tool but are no longer included in the recruitment process.  


Q55: Are individuals able to opt in, or opt out, of the initiative? Opt out
Q56: What steps have been taken to notify individuals of uses of their personal information beyond the primary purposes of providing a payment or service? Candidates agree to the use of their personal data for the purposes of the recruitment process. Additional information is available to all candidates in their invitation to the assessment platform via a link to the Criteria or Vervoe page.  

Q57: Does your initiative involve sharing or receiving data or personal information from another government agency or third party?
Yes, sharing data to another agency or third party Yes, receiving data from another agency or third party No  this in       I'm not sure

FALSE FALSE TRUE FALSE

Q58: Are you satisfied with the reputation and perceived trustworthiness of the other government agency or third party? Please select
Q59: Is the collection or disclosure of this data/personal information authorised by or under an Australian law? Please select
Q60: Will the insights gained from this initiative restrict or impede on a customer’s ability to manage their data? No
Q61: Describe the ways that the insights could impede on a customer’s ability to manage their data.

Q62: Under what circumstances would you pause the initiative?

Initiatives or use of tool being used would only be paused in the event that potential defects were identified and further investigation was required. 

The criteria and Vervoe recruitment tools are only used on a case-by-case basis where recruitment methodology suggests it might be an efficient and effective use of resourcing. Other tools are available for use that have satisfied the DataTest. (SOVA)


Q63: What other information, if any, would you like to add about this initiative?

-	Criteria recruitment tool has been used in previous recruitment processes to collect candidate responses. It is a digitally friendly tool that is easy for candidates to navigate. It only collects candidates name and email address. Questions hosted in the tool are  designed by Services Australia staff bespoke to 
Services Australia requirements based on the recruitment process. 

-	The Vervoe recruitment tool has been used in various recruitment exercises including our recent APS3/4 pilot (total of 13 processes). 



Midway through the above-mentioned pilot (14.09.2023) a discussion was facilitated between Vervoe representatives and Services Australia staff, including GM - Data and Analytics, NM – Data Strategy and Governance and other subject matter experts. From this discussion 

o	there was a consensus that Vervoe was fine to continue using during the pilot.

o	It was confirmed that data was stored with AWS in Sydney.


Q1: Does the artificial intelligence or machine learning (AI/ML) initiative involve decision making about any of the following?
Determining customer eligibility for a payment Fraud detection Complian  Provision  Services o          All of thes None of these

FALSE FALSE FALSE FALSE FALSE FALSE TRUE

Q2: Describe how individuals can opt out of any artificial intelligence or machine learning processing underlying this initiative? Candidates are required to undertake the same assessment activities to ensure a comparative assessment. Candidates are not able to opt out of this assessment activity if they wish to be considered in this recruitment activity.
Q3: Is any automated decision-making expected to occur using the artificial intelligence/machine learning model during this phase? No
Q4: Describe the business rules being automated in simple terms N/a
Q5: Does the initiative involve the automation of decision making? No
Q6: Who have you consulted to seek input on the automation initiative?
Determining customer eligibility for a payment Fraud detection Complian  Provision  Services other than those relating to a payment, benefit or entitlement

FALSE FALSE FALSE FALSE TRUE

Q7: If a process which is currently manual is being automated, will the volume of the initiative substantially increase after automation Not Applicable

Q8: What logic, tools, or thresholds trigger human intervention in the automated process?

N/a



The online skill assessment may use machine learning, as part of the learning process.  If applicable, various Services Australia representatives come together as a group to assess responses and work together to determine what a good, medium and poor answer looks like. Recruitment refer to this part of the 
process as optimisation. 



There is a diverse group of representatives involved in the optimisation process including males, females and a member of the diversity and inclusion team.


Q9: Do any of the sections of the legislation (that are the subject of the automated decision making) involve the exercise of discretion, or a judgement call by the decision maker? No

Q11: Have you implemented recommendations arising from these advices to manage any identified privacy or other legal risks? No
Q12: If the recommendations in these advices have not been implemented, explain further N/a
Q13: Describe how individuals can opt out of any automated processing underlying this initiative? Candidates are required to undertake the same assessment activities to ensure a comparative assessment. Candidates are not able to opt out of this assessment activity if they wish to be considered in this recruitment activity.
Q14: What is the target population on which you are looking to apply this model? Australian citizens who are interested in joining the Services Australia workforce

Q1: How will you determine adequate consideration of broader use of the model is appropriate?
Q2: What is the type of model (eg CNN, XGBoost, Linear Regression, etc)
Q3: What risks may be present in model usage? 
Q4: What measures of model performance are being reported, and why were they selected over other measures of model performance?
Q5: What thresholds have you set to suspend (temporarily or permanently) the activity? For example, poor performance, incorrect outputs, an agreed number of complaints, societally unacceptable.
Q6: What features are you using to train the model?
Q7: If the model assists in a decision-making process, is a Randomised Control Trial or other experimental setup used to accurately measure the impact of the model? If so, provide any existing materials explaining that experiment.
Q8: Are you aware of any algorithmic bias in the model (both inherent to the methodology, and emergent in the data)?
Q9: What measures have been taken to ensure that the underlying dataset represents the diversity of Australians?
Q10: If this initiative involves the use of artificial intelligence or machine learning but not in a customer-facing context, what is your team's position on the need for human oversight? Q11: To what degree is the AI system explainable?
Q12: If the business ruleset changed to accommodate automation, could the changes negatively impact user experience? Please select
Q13: Does the activity enhance existing human capabilities? What safeguards are you introducing to prevent over-confidence or overreliance on this enhancement?
Q14: Does the automation of these business rules raise concerns about their validity?
Q15: For the purpose of business continuity, how many people understand, end-to-end, the business rules being automated? Please select
Q16: Have the business rules been summarised at a level of detail that external parties (e.g. the Minister, the public) can understand? Please select
Q17: Is any automation or decision-making expected to occur using the artificial intelligence/machine learning model during this phase? Please select
Q18: What assumptions were made at previous stages that significantly changed or impacted your initiative?
Q19: What monitoring have you or your team implemented to address initial risks identified and mitigate any potential emerging risks?
Q20: What factors may vary model performance?
Q21: On what basis are you certain that the level of automated decision-making is authorised by or under an Australian law?

Q1: What assumptions were made at previous stages that significantly changed or impacted your initiative?
Q2: Describe the likelihood of any factors which reduce model performance, if known, using performance metrics where appropriate?
Q3: Is the model performing as expected? If performing worse than expected, what factors might be influencing this reduction in performance?
Q4: What additional types of bias, if any, have been discovered at the testing or execution stages?
Q5: Describe the range of potential model errors raised at the testing stage or earlier, and evaluate their harms. 
Q6: Describe any key subpopulations that are not part of existing testing.
Q7: Does the activity enhance existing human capabilities? What safeguards are you introducing to prevent over-confidence or overreliance on this enhancement?
Q9: How is potential bias in outputs or reporting going to be managed once the automation of the business rules is complete?
Q10: What monitoring have you or your team implemented to address initial risks identified and mitigate any potential emerging risks?
Q11: Is any automation or decision-making expected to occur using the artificial intelligence/machine learning model during this phase? Please select

High Risk due to General Tab responses in Q14, Q23 and Q32. HIGH
High Risk due to General Tab responses in Q23 and Q27. HIGH
Low Risk due to General Tab responses in Q4 and Q50. LOW
Low Risk due to General Tab responses in Q11, Q34 and Q37. LOW
Low Risk due to General Tab responses in Q34, Q37 and Q40. Note missing responses in General Tab Q41. LOW
High Risk due to General Tab responses in Q5, Q6, Q7, Q8, Q9 and Q13. HIGH
Low Risk due to General Tab responses in Q48, Q50, Q52, Q53, Q55 and Q60. LOW
Low Risk due to General Tab responses in Q38, Q47 and Q48. LOW

High Risk Principle 1
Legal risk is highly ambiguous  Insufficient processes exist to address continuing legal risks as they arise
Change Risk Rating:
High
Recommendation:
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Risk remains high. 



We note the project team has submitted a PTA and will await legal advice on project. 



Some concerns to work through will depend on 

- the types of Machine Learning Vervoe will be used for (e.g. which features are switched on and off). And 

-how the tool is used to categorise staff. 


High Risk Principle 2
Data is poorly managed, with significant operational gaps across different data management areas. Use of data may affect a significant number of individuals, and trust in the data cannot be verified.
Change Risk Rating:
High
Recommendation:
Risk remains High. 



Official documentation about the agency’s contractual agreement with Criteria Corp and Vervoe will help to mitigate this risk. The agency expects a contractual agreement with third 
party vendors that guarantees the security and privacy of data. 



For instance, Q36 describes how customer data was erroneously for purposes which it wasn’t consented to (e.g. marketing). Any use of data beyond the realms of which it was 
collected needs to be explicitly forbidden in the procurement contract. 



Additional concerns will include the security of the data storage. 

-Has the AWS cloud storage facility been IRAP approved for storage? (this should be documented in the procurement contract). 

The project team may need to clarify whether 3rd Party vendors are using Services Australia data to train their tools as well. 


Low Risk Principle 3
The initiative has a low risk of bias. It either reflects bias existing in the world or reduces bias existing in the world. Principles of justice and equity have been considered.
Change Risk Rating:
High
Recommendation:

Escalated to High Risk. 



More clarity required around the way ML is used by Vervoe to categorise / rank candidates. These processes need to be transparent.  

Q4 states no people will be disproportionately impacted by the initiative. It seems plausible that older Australians, Indigenous Australians, people from CALD backgrounds may be 
disadvantaged by digital recruitment channels. 



-The proposed avenue for addressing this bias is Recruitability, but this option requires applicants to “identify” as having a disability (which is not the case with the groups listed 
above). Identifying as a PWD may be perceived as disadvantageous too. 



-Research illustrates automated video interviews can bias able-bodied candidates (Ajunwa, 2021). E.g. People from CALD backgrounds may speak English fluently, but not understand 
automated questions. https://heinonline.org/HOL/LandingPage?handle=hein.journals/berktech36&div=35&id=&page=

Q50 states consent is integral to the initiative. 

-Will customers have an option to opt out of automated interviews? 


Low Risk Principle 4
Intended objectives appear to be well supported throughout implementation. Ethical processes have been established.
Change Risk Rating:
Low
Recommendation:

Remains Low Risk



We note project team performs an optimisation process to benchmark data assessments and this optimisation team includes a diverse group of leaders. This is excellent. 



The project team will want to consider including an internal technical expert to be responsible for the technical decisions of the ML tools; this will strengthen accountability (as per 
principles 1 & 3).  Although the third party organisations may take responsibility for the accuracy of their tools, the agency has a shared responsibility here.  


Low Risk Principle 5

The initiative includes oversight and comprehensive testing for reliability  It appears appropriate consideration has gone into where human oversight will be most needed
Change Risk Rating:
Low
Recommendation:
Remains Low Risk



We note project team performs an optimisation process to benchmark data assessments and this optimisation team includes a diverse group of leaders. This helps ensure human 
oversight and regular testing / performance reviews. 


High Risk Principle 6
The initiative reflects a narrow consideration of the public interest. There is a risk of harm to individuals from the initiative which may also impact public trust. For certain subgroups, the risk of harm is significant and not appropriately mitigated.
Change Risk Rating:
High
Recommendation:

Remains High Risk. 



AI Recruitment Tools have received lots of media scrutiny for unacceptable bias and unfairness (e.g. Amazon 2018). Public scrutiny may be exacerbated by the recent Royal inquiry.



We note the scale at which APS bulk recruitment  must operate. A balance must be struck between the need for digital recruitment tools and human centred design. 



Addressing issues raised in principles 1, 2, and 3 will help mitigate HCD and public interest concerns. Ensuring human support for customers, and clear/safe ML use will be paramount.  



Low Risk Principle 7
Individuals have management over the data that relates to them. This may include use, correction, deletion, portability, and restriction of automated processing. The optimal level of management has been considered and is appropriate.
Change Risk Rating:
Low
Recommendation:
Remains Low Risk. 



While we note that customers can opt out of interview and data gathering processes, we encourage the project team to ensure it communicates the use, storage, and management of 
data via the Machine Learning process clearly and concisely for customers. 


Low Risk Principle 8
The data initiative is well documented, transparent and understood. Appropriate levels of public documentation exist relating to the initiative.
Change Risk Rating:
High
Recommendation:
Escalate to High Risk. 



The project team needs to ensure they have a clear understanding of data use, management, and storage by Criteria Corp, Vervoe, and any other third-party organisations who 
manage recruitment. 



Issues raised in Principle 2 surrounding the privacy of customer data will be critical in addressing this risk. 



Clarifying how ML will be used (and not used) by Vervoe to categorise / rank customers will also be integral in addressing the risk rating here. 


Principle 1 Visible
HIGH Likelihood
HIGH Consequence
HIGH Effectiveness
LOW Residual

Treatment
Completed a PTA which was reviewed by legals. Concerns were raised however after discussions we will be able to address the concerns by obtaining redacted contractual information.

Principle 2 Visible
LOW Likelihood
LOW Consequence
HIGH Effectiveness
LOW Residual

Treatment
Do not agree that data is poorly managed. Data is managed and stored appropriatly 



- Data stored in Australia e.g Amazon Web Services Sydney

- ISO27001 (International Information Security Standards) certified

- Comply with GDPR, Australian Privacy Legislation and Australian Cyber Security Centre Standards

- Does not use AI in decision-making or when it does  it uses explainable machine learning AI (Vervoe)

Principle 3 Visible
HIGH Likelihood
HIGH Consequence
MEDIUM Effectiveness
LOW Residual

Treatment
Services Australia SME’s draft questions and responses to assess capability. A mix of binary, multiple choice, free text, audio and video response questions may be used to mitigate bias in candidates preferred response types. Vervoes’ Organisational Psychologists review questions and responses to ensure capabilities are reflected by the questions. Delegate reviews and endorses the questions and responses to ensure relevancy to the advertised role. 

Principle 6 Visible
LOW Likelihood
LOW Consequence
HIGH Effectiveness
LOW Residual

Treatment
Consideration for the public is factored in. We have various business representatives involved in the design of the process including candidate communications/feedback etc.

Principle 8 Visible
HIGH Likelihood
HIGH Consequence
HIGH Effectiveness
LOW Residual

Treatment
a discussion was facilitated between Vervoe representatives and Services Australia staff, including GM - Data and Analytics, NM – Data Strategy and Governance and other subject 
matter experts. From this discussion 

- it was agreed that the tool was explainable

- there was a consensus that Vervoe was fine to continue using during the pilot.

- It was confirmed that data was stored with AWS in Sydney


SRO ENDORSEMENT
Name:
Date:
Branch:
Division:

OUTCOMES : Data Strategy and Governance Branch
Recommendations addressed:
Date:

Please se Recommendation to present to DTEC
Comments:

Please select DSG notified of SRO decision to not proceed to DTEC
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OUTCOMES : Iteration Notes
DataTEST Iterated:
Dates:

OUTCOMES : Committee/Senior Executive
Presented at Committee:

Comments:
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